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Abstract
An overview of twisted Edwards curves is given. The complexity of group operations for twisted Edwards curves is
estimated. A computation minimization method using curve parameters minimum values selection is proposed. The
tables of system-wide parameters for the 25 fastest crypto-strong twisted Edwards curves with field modulus lengths of
192, 224, 256, 384 and 521 bits are given.
Keywords: twisted Edwards curves, complete Edwards curves, order of a curve, order of a point, quadratic residue,
quadratic nonresidue, computational complexity
Introduction
The term «twisted Edwards curves» was defined by
Bernstein Daniel J. and others [1]. In this paper, adding
the second parameter into the curve equation was in
fact only a generalization of the original modified form
of the Edwards-Bernstein curve [2], named in [1] as
complete Edwards curve. Since in our papers [3, 4, 5,
6, 7, 8] we justify and narrow the notion of «twisted
Edwards curves» down to a separate class of curves in
the generalized Edwards form with properties unique
for this class, in Section 1 we give a brief overview
of the properties of this class. It will help to avoid
misunderstandings in terminology, ambiguous in world
literature.
Section 2 dwells upon the possible techniques for
searching crypto-strong twisted Edwards curves with
minimal complexity of group operations. In this paper,
we fix 𝑎 = 2, which is its minimum possible value, and
then gradually increase the second parameter 𝑑 until
we find curves of almost prime order. The results of
the calculation of system-wide parameters of 25 curves
with standard values of the field modulus are given. A
comparative analysis of the results of this and previous
paper [5] is given.
1. Definition and properties of twisted
Edwards curves
In [1], twisted Edwards curves were defined as a
generalization of curves [2] with one parameter 𝑑 by
adding a new parameter 𝑎 into the equation
𝑎𝑥2 + 𝑦2 = 1 + 𝑑𝑥2𝑦2, where 𝑎, 𝑑 ∈ 𝐹 *𝑝 ,






Such curve with 𝑎 = 1 in [1] is called Edwards curve,
but if 𝑑 is quadratic nonresidue (𝒳 (𝑑) = −1), it is
called complete Edwards curve. This term is associated
with the completeness of curve point addition law [2].
Thus, class of complete curves is a subclass of Edwards
curves, and the latter is a subclass of twisted curves.
This leads to confusion while calculating the number
of isomorphisms or isogenies of different intersecting
classes of curves and to the necessity of their separation
to non-overlapping classes with specific properties. This
problem was solved in [3, 7]. Let’s define the curve in
the generalized Edwards form by the equation
𝐸𝑎,𝑑 : 𝑥
2 + 𝑎𝑦2 = 1 + 𝑑𝑥2𝑦2, where 𝑎, 𝑑 ∈ 𝐹 *𝑝 ,
𝑑(𝑎− 𝑑) ̸= 0, 𝑑 ̸= 1, 𝑝 ̸= 2. (1)
Now modified point addition law has the form
(𝑥1, 𝑦1) + (𝑥2, 𝑦2) =
=







Doubling of a point according to (2) takes the form
2(𝑥1, 𝑦1) =









The usage of modified laws (2) and (3) allows us to
keep horizontal symmetry (relative to the 𝑥 axis) of the
inverse points, conventional in theory of elliptic curves,
instead of vertical symmetry [1, 2]. Now, if we define
inverse point as −𝑃 = (𝑥1,−𝑦1), according to (1) we
get coordinates of the group’s neutral element:
𝑂 = (𝑥1, 𝑦1) + (𝑥1,−𝑦1) = (1, 0).
Except for neutral element 𝑂, there always exists a
second-order point 𝐷0 = (−1, 0) on the axis 𝑥, for
which according to (3), 2𝐷0 = (1, 0) = 𝑂. Depending
on the properties of parameters 𝑎 and 𝑑 it is possible
to acquire two exceptional second-order points and
two or four fourth-order points. As we can see from
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found on the axis 𝑦, for which ±2𝐹0 = 𝐷0 = (−1, 0).
These points exist over the field 𝐹𝑝 if the parameter
𝑎 is a square (quadratic residue). We emphasize right
away that, in accordance with the new classification
[3], we determine the twisted Edwards curve (1) with
𝒳 (𝑎) = 𝒳 (𝑑) = −1. The 4th-order points ±𝐹0, which
belong to the curve, do not exist over a prime field
(they appear in the extension 𝐹𝑝2).








that in some cases generate exceptional points at infinity















They occur in cases 𝒳 (𝑎𝑑) = 1 and 𝒳 (𝑑) = 1 respec-
tively. According to the rules of passage to the limit
and the doubling law (3), we can verify that 2𝐷1,2 = 𝑂
and ±2𝐹1 = 𝐷0 = (−1, 0). In other words, under the
conditions of their existence the exceptional points 𝐷1,2
have the 2nd order, and the exceptional points ±𝐹1 are
4th-order points.
In addition, points of the 4th order may exist as
non-exceptional with non-zero 𝑥 and 𝑦 coordinates.
The substantiation of the new classification of curves
in the generalized Edwards form is given in [3, 7]. The
definitions of the 3 classes of these curves and the list
of their fundamental properties are given below.
Depending on the properties of the parameters 𝑎 and
𝑑, the curves in the generalized Edwards form (1) are
divided into 3 non-intersecting classes:
• Complete Edwards curves with condition 𝐶1:
𝒳 (𝑎𝑑) = −1;
• Twisted Edwards curves with conditions 𝐶2.1:
𝒳 (𝑎) = 𝒳 (𝑑) = −1;
• Quadratic Edwards with conditions 𝐶2.2:
𝒳 (𝑎) = 𝒳 (𝑑) = 1.
The main properties of these classes of curves [6, 7, 8]:
1) Regarding 2nd-order points, the first class of com-
plete Edwards curves over a prime field is a class of
cyclic curves (with an exceptional 2nd-order point),
while the twisted and quadratic Edwards curves
form classes of non-cyclic curves (3 points of the
2nd order). The maximum order of points of the
curves of the last classes do not exceed 𝑁𝐸2 .
2) The class of complete Edwards curves does not
contain exceptional points.
3) Twisted Edwards curves only contain two excep-








the quadratic Edwards curves, besides them, con-





4) Edwards’ twisted and quadratic curves form
quadratic twist pairs based on the transformation
of the parameters: 𝑎′ = 𝑐𝑎, 𝑑′ = 𝑐𝑑, 𝒳 (𝑐) = −1.
5) In Edwards’ classes of twisted and quadratic curves,
the replacement 𝑎 ↔ 𝑑 leads to isomorphism
𝐸𝑎,𝑑 ∼ 𝐸𝑑,𝑎.
6) The complete and quadratic Edwards curves are
isomorphic to the curves with parameter 𝑎 = 1:
𝐸𝑎,𝑑 ∼ 𝐸1, 𝑑𝑎 . The introduction of a new parameter
𝑎 into the equation of the curve (1) is justified only
for the class of twisted Edwards curves.
7) Twisted Edwards curves with 𝑝 ≡ 1 mod 4 do not
contain 4th-order points.
8) For the odd-order points, the points addition law
(2) is always complete (that is, the sum of any pair
of points does not give an exceptional point).
Let us analyze some new properties of the 4th-order
points.












of a curve in the form (1) with nonzero 𝑥 exist if and
only if one of the following conditions is satisfied:
i) 𝑝 ≡ 3 mod 4: 𝒳 (𝑎) = 𝒳 (𝑑) = −1;
ii) 𝑝 ≡ 1 mod 4: 𝒳 (𝑎) = 𝒳 (𝑑) = 1, 𝑎𝑑 = 𝑐4.
Proof.





according to formulas (4) arise when 𝒳 (𝑑) = 1 are
excluded from consideration in accordance with






0 are also not considered. Let 𝐹2 = (𝑥1, 𝑦1) be
a 4th-order point of the curve (1), then 2𝐹2 =














Hence 1 + 𝑑𝑥21𝑦21 = 0, i.e. 𝑥21 + 𝑎𝑦21 = 0, then
𝑥21 = −𝑎𝑦21 . Since 𝑥1 ̸= 0, it follows that 𝑦1 ̸= 0.
Here the second equality is based on equation (1)
of the curve. According to the first equation and

































which are defined in the formulation of the theorem.
When 𝑝 ≡ 3 mod 4 the element (−1) is a quadratic
nonresidue [3], then (−𝑎) is a quadratic residue
under conditions (i) and the equality 𝑥21 = −𝑎𝑦21
correctly links the squares of the coordinates of
the point 𝐹2. Let 𝛽 be a primitive element of a
multiplicative group 𝐹 *𝑝 , and 𝛽2 be the square of
this group, then under condition (i) we have
𝛽2 = 𝛽2𝛽𝑝−1 = 𝛽2+4𝑘+2 = 𝛽4(𝑘+1).
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Then any square has square roots and 4th-order
roots at 𝑝 ≡ 3 mod 4. The necessity of the exis-
tence of the first coordinates in (5) while consider-
ing conditions (i) is proved. Taking into account
conditions (i) and taking the value 𝒳 (−
√
𝑎𝑑) = 1
(i.e. as a quadratic residue,
√
𝑎𝑑 is a quadratic
nonresidue), we get two solutions for the second co-
ordinates for each point from (5). Since the squares
𝑎𝑑 and 𝑎𝑑 have 4th-order roots, such points exist
under the conditions of the theorem. The necessity
of conditions (i) of the theorem is proved.
If 𝑝 ≡ 1 mod 4 (condition (ii) of the theorem),
(−1) is a quadratic nonresidue. Then equality
𝑥21 = −𝑎𝑦21 holds if 𝒳 (𝑎) = 1. For a square of the
element of multiplicative group,
𝛽2 = 𝛽2𝛽𝑝−1 = 𝛽2+4𝑘 = 𝛽2(2𝑘+1).
In this case, if 𝛽 = 𝑐2, number of elements 𝑐4 is 𝑝−14
for all nonzero 𝑐. Both coordinates of ±𝐹2,3 exist if
𝒳 (𝑎) = 𝒳 (𝑑) = 1 and 𝑎𝑑 = 𝑐4 (or 𝑎𝑑 = 𝑐
4 if 𝑐 ∈ 𝐹𝑝).




the necessity of condition (ii) is proved.
2) Sufficiency. Let condition (i) or (ii) be fulfilled.













for which according to (3) we get ±2𝐹2,3 = 𝐷1,2.
We know that doubling 4th-order points gives 2nd-
order points, so defined ±𝐹2,3 are the points of 4th
order. This proves the sufficiency of this theorem.
We can interpret points ±𝐹2,3 as results of the divi-
sion of 2nd-order points by two: 𝐷1,22 [3, 6].
Example 1. Consider the curve
𝑥2 + 2𝑦2 = (1− 2𝑥2𝑦2) mod 13
in condition (i) of the theorem 1. According to the
theorem, this curve does not contain 4th-order points.
This curve order is 𝑁𝐸 = 20. In addition to the
neutral element 𝑂 = (1, 0) it has 2nd-order points
𝐷0 = (−1, 0), 𝐷1,2 = (±5,∞), four 5th-order points
and twelve 10th-order points.
Proposition 1. All Edwards curves (1) with con-
straints 𝒳 (𝑎) = 𝒳 (𝑑) = −1 have order 𝑁𝐸 = 4𝑛 (𝑛 is
odd) if 𝑝 ≡ 1 mod 4.
Proof. In conditions 𝒳 (𝑎) = 𝒳 (𝑑) = −1 of the
theorem 1, provided that 𝑝 ≡ 1 mod 4, the curve does
not contain 4th-order points, but it contains non-cyclic
4th-order subgroup 𝐺 = {𝑂,𝐷0, 𝐷1, 𝐷2} of 2nd-order
points. Thus, the orders of all other points can be 𝑛
and 2𝑛 (along with possible odd factors on 𝑛). So, the
subgroup 𝐺4 of the curve has the least possible even
order of 4, and the order of the curve is 𝑁𝐸 = 4𝑛. The
proposition is proved.
Complexities of twisted Edwards curves group op-
erations are given in the paper [5]. Let 𝑀 be the
multiplication complexity in a field, 𝑆 – squaring com-
plexity, 𝑈 – the complexity of multiplying by a curve’s
parameter. Then complexity of points addition in pro-
jective coordinates is 𝑉𝐸 = 10𝑀 +1𝑆 +2𝑈 , and points
doubling complexity is 𝑇𝐸 = 3𝑀 + 4𝑆 + 1𝑈 . One can
minimize computations and get the fastest curves by
looking for strong curves with minimal values of the
parameters 𝑎 and 𝑑. Thus, one can disregard the com-
plexity 𝑈 in group operations’ complexity estimation.
Paper [8] demonstrates that in such way one reaches the
highest possible 1.6 times exponentiation acceleration
compared to a curve in the canonical Weierstrass form.
2. Results of system-wide parameters calcula-
tion with minimal effort for secure twisted
Edwards curves
In this section, we consider the prime fields with
modulus length 192, 224, 256, 384 and 512 bit, which
are recommended by FIPS-186-4-2013 standard, and
we give a list of parameters of Edwards twisted curves
with almost prime order 𝑁𝐸 = 4𝑛 (𝑛 – prime) over
each of the fields. The results of system-wide parame-
ters calculations in the hexadecimal numeric system are
presented in tables 1, 2. Here modulus of length 𝐿 are
defined as 𝑝𝐿. Fields modulus 𝑝 ≡ 5 mod 8 were cho-
sen as prime numbers, where element 2 is a quadratic
nonresidue and also with small Hamming’s weight (3, 4
or 5). For these fields, value 𝑎 = 2 is fixed as minimal
nonresidue. After that by successive incrementation we
determine the minimum value of parameter 𝑑, for which
co-factor 𝑛 of curves order is a prime number. This al-
gorithm is more time-consuming, than in previous work
[5], but provides a real minimization of computational
complexity and, accordingly, a maximum speed of a
point exponentiation. Particularly, value 𝑎 = 2 corre-
sponds to one addition in the field, and this operation
usually considered as free and ignored when evaluating
computational complexity. The values of 𝑝, 𝑎 and 𝑑,
orders 𝑛 = 𝑁𝐸4 of the generators of the cryptosystem
and it’s coordinates 𝐺 = (𝑥𝐺, 𝑦𝐺) are given for every
curve.
Note that the parameter 𝑎 = 2 is a quadratic residue
only if 𝑝 ≡ 3 mod 8. It means that binary notation of
𝑝 ends with three least significant bits of 101 = 510 or
011 = 310. Other more significant bits are 0 mod 8. In
paper [5], only one 𝑝 = 2255 + 238 + 22 + 1 from the
table 5 meets these requirements (in this case 𝑎 = 2), so
almost all curves in [5] have minimal parameter 𝑎 = 3, 4
or 5. Also, in [5] curves’ characteristics 𝑝 varied, so
parameters 𝑑 have lower values for some modules.
For primality testing of 𝑝 and 𝑛 we used Miller–Rabin
and Lucas–Lehmer algorithms. To get elliptic curves
orders we used SEA algorithm implemented in PAR-
I/GP. Points 𝐺 as cryptosystem’s generators were found
by doubling a random point that satisfies equality (1)
(points on the non-cyclic twisted curve of order 4𝑛 have
maximum order of 2𝑛).
Each of the tables below contains the parameters of
five Edwards twisted curves with the minimum value
of the parameter 𝑎 = 2. Next, the parameter 𝑑 was
chosen as the smallest of values for which the order of
the curve 4𝑛 is almost a prime number (𝑛 is a prime).
The order of the curves by length is comparable to the
length of the field.
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Table 1. Twisted Edwards curves of almost simple order over a field with a 𝑝192 module


























Table 2. Twisted Edwards curves of almost simple order over a field with a 𝑝224 module
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Let us compare these results with the calculated
parameters of curves in [5]. For 192-bit and 521-bit
modules, the best parameters (𝑑 = 75 and 𝑑 = 77
respectively) were calculated in this paper. But for
the other three modules, the least parameters 𝑑 are
less than ones from tables 1, 2: 𝑑 = 38 if 𝐿 = 224,
𝑑 = 108 if 𝐿 = 256, and 𝑑 = 236 if 𝐿 = 384. It
is understandable because varying 𝑝 create additional
curve variants. Thus, while selecting an appropriate
curve, one should also consider the results of the paper
[5].
Conclusions
In this paper, we describe twisted Edwards curves and
propose the method for minimization of computations
by selecting the minimum values of the curve’s parame-
ters. We present tables of system-wide parameters for
the fastest crypto-strong twisted Edwards curves.
We note that suggested for standardization and
implementation of twisted Edwards curves have the
fastest point exponentiation speed. All calculated
curves along with minimal 𝑎 = 2 most often con-
sist of only two or three decimal digits, so on prac-
tice calculation complexity of 1𝑈 and 2𝑈 are negli-
gible for twisted curves. Estimations of point addi-
tion complexity 𝑉𝐸 = 10𝑀 + 1𝑆 + 2𝑈 and point dou-
bling 𝑇𝐸 = 3𝑀 + 4𝑆 + 1𝑈 reach their lower bounds
𝑉𝐸 = 10𝑀 + 1𝑆 =
32
3 𝑀 and 𝑇𝐸 = 3𝑀 + 4𝑆 =
17
3 𝑀
if 𝑆 = 23𝑀 [2]. Analogous results for the complete Ed-
wards curve [3] are inferior to the results of this paper,
because they have parameters 𝑑 comparable to the sizes
of modules, and 1𝑈 ∼= 1𝑀 . Also, in this paper, unlike
in [3], the curves for the highest standard module 𝑝521
were calculated.
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